BRIEFING TO SELECT COMMITTEE ON PROPOSED AMENDMENTS TO THE REGULATION OF INTERCEPTION OF COMMUNICATIONS AND PROVISION OF COMMUNICATION-RELATED INFORMATION AMENDMENT BILL, 2006:  27 AUGUST 2008  
1.1
Honourable members, in order to refresh our memories, please allow me to refer briefly to the history of the Regulation of Interception of Communications and Provision of Communication-related Information Amendment Bill, 2006 (hereinafter referred to as the Bill).
1.2
The Bill was approved by the National Assembly on 29 August 2007, whereafter it was referred to the Select Committee on Security and Constitutional Affairs (the Select Committee).  The Select Committee was briefed on the provisions of the Bill. During the briefings the Department requested the Committee to consider a few technical amendments to the Bill.
1.3
You may recall that the Select Committee, after having considered the submissions of the Mobile Cellular Operators (hereinafter referred as the MCO’s) and the  South African Police Services (hereinafter referred as the SAPS), indicated that it had reservations regarding certain provisions of the Bill. 

1.4
The Select Committee instructed the Department to engage in further discussions with the MCO’s and the law enforcement agencies (hereinafter referred to as the LEA’s) on these issues. No agreement could, however, be reached on these issues.

1.5
The Select Committee consequently resolved as follows:

“On the basis of numerous inputs which were valid in nature, the Committee is of the view that the issues raised need to be addressed by the Department.

The Committee therefore recommends:

That the Bill be referred back to the Department of Justice and Constitutional Development to look at issues raised by the Committee. Due to the nature of inputs received from the stakeholders, the Committee is of the view that, if it proposes amendments, it will be tantamount to redrafting of the Bill.”.

2.
Honourable members, I wish to update you on the developments since then.  Pursuant to the resolution of the Select Committee, discussions took place during which an agreement in respect of certain issues was reached.  The Department was consequently instructed to give effect to the said agreement and to redraft relevant provisions of the Bill to provide for the following amendments: 

(a)
The deletion of the requirement that roamers must be registered. 
(b)
The deletion of the requirement that the IMEI-number and IMSI-number must be registered.
3.
Proposed amendments to the Bill were prepared in line with the agreement.  The proposed amendments were submitted to the LEA’s, the Office for the Interception Centres and the Department of Communications for comments directly and via the relevant Ministers.  No comment has yet been received from the Minister of Defence.  The other role players support the proposed amendments.
4.
I will now discuss the provisions of the Bill, as approved by the National Assembly, in respect of which concerns were raised, the reasons for the proposed amendments and the nature of the proposed amendments to the Bill:

4.1
 Amendments to section 40 of the Bill, which deals with the information that must be recorded and stored in respect of new customers of the MCO’s, are proposed.
4.1.1
Section 40(1) of the Bill prohibits the MCO’s to provide any service (whether it is the activation of a SIM-card or allowing the use of a cellular phone on their electronic communication  system) to any person unless subsection (2), which lists the information to be recorded and stored, has been complied with.  Section 40(1) of the Bill does not refer expressly to roamers but the wording thereof implies that MCO’s may also not render a service to roamers unless the information listed in subsection (2) has been recorded and stored.  In the submissions made to the Select Committee and to which I have already referred to, it was indicated that roamers should not be required to register if certain information, which I will explain in a moment, is available.  It was indicated that law enforcement agencies can, with the co-operation of foreign law enforcement agencies trace the roamer. To accommodate these views, the following amendments are proposed:

(a)
In Clause 1, a definition of “roam” has been inserted as specific provision is now made in the Bill for roamers.

(b)
Section 40(1) has been substituted for a new subsection to make it clear that the prohibition does not apply in respect of roamers.
(c)
A new section 40A has been inserted which regulates the position of roamers.  It prohibits the MCO’s to allow a person to roam on their electronic communication systems unless the said systems record and store –

(i)
every MSISDN-number (the cellular phone number) used with every IMEI-number (the handset number);

(ii)
every IMEI-number used with every MSISDN-number;  and 
(iii)
the names of the home networks of the persons who roam.
Furthermore, it is required that the information recorded and stored must,
on production of a direction, be provided to an applicant within 12 hours.  This section also contains requirements similar to the requirements in section 40 of the Bill relating to, inter alia, the security of the information and the period for which the information must be kept.

(d)
Since the registration of roamers is no longer required, it is proposed that section 40(9) be deleted.  This subsection provides that the Minister for Justice and Constitutional Development may, in exceptional circumstances, exempt the MCO’s from complying with section 40(1) and (2).  In deciding whether or not to exempt an MCO, the said Minister is to consider security and crime considerations against various factors such as the international obligations of the Republic and the extent to which an international event, for example the 2010 Soccer World Cup, may be affected.  

4.1.2
You will recall that earlier in my briefing I referred to section 40(2) of the Bill which lists the information to be recorded and stored by the MCO’s.  In terms of section 40(2) of the Bill the following information must be recorded and stored:  The MSISDN-number;  the IMEI-number;  the IMSI-number;  and the full names, address and identity number or passport number in the case of a natural person and the name, address and, where applicable,  the registration number of a juristic person.  During the hearings in the Select Committee it was suggested that the MCO’s should be allowed to record and store the IMEI-number and IMSI-number through an automatic process on their electronic communications system when a SIM-card is used with a cellular phone to make a call.  The registration of certain information before allowing a customer to use its system should thus not be required.  To give effect to this proposal, section 40(2) of the Bill has been amended by -

(i)
deleting the requirements that the IMEI-number and the IMSI-number must be recorded and stored before activation of a SIMcard;  and
(ii)
deleting the references to a cellular phone wherever it appears in the said subsection as the IMEI-number will not be registered.

The above proposed amendments will enable MCO’s to electronically record and store the required information (that is what particular IMEI has been used with what MSISDN) once a call has been made. 

4.1.3
The above proposed amendments necessitate consequential amendments to other subsections of section 40.

4.2
As section 62(6) of the Bill mirrors section 40 of the Bill it is therefore proposed that the references to cellular phones in section 62(6) be deleted.  

4.3
Other consequential amendments are also proposed, inter alia, to criminalise non-compliance by MCO’s with the newly imposed obligations.

5.
The Department wish to inform the Select Committee that the Minister of Communications proposed the following further amendments to the Bill:
5.1
(a)
The expression “after consultation with the Cabinet member responsible for communications” where it appears in the proposed sections 40(4)(b) and 62A of the Bill should be amended to read “in consultation with the Cabinet member responsible for communications”. (Proposed section 40(4)(b) of the Bill provides that the Minister may, after consultation with the Minister of Communications, by notice in the Gazette determine security standards in order to ensure, inter alia, that the information to be kept by mobile cellular operators is secure. Proposed section 62A of the Bill provides that the Minister, may after consultation with the Minister of Communications, determine uniform tariffs of compensation payable by the MCO’s to persons employed  to record and store the information contemplated in sections 40 and 62(6).) These provisions may have an effect on information, communications and technology and therefore require concurrence between the Minister and the Minister of Communications. Although the Minister of Communications did not refer to section 40A(2)(b), which contains a similar provision, it is submitted that a similar amendment should be effected to that section.
(b)
The Department supports the proposal of the Minister of Communications. 

5.2
(a)
The expression “mobile cellular electronic communication service” used in the RICA Bill is not used in the Electronic Communications Act, 2005 (Act 36 of 2005) (the EC Act), and it is proposed that an alternative expression be used.


(b)
The Department is of the opinion that the expression “mobile cellular electronic communications service” is in line with the expression used in section 39 of the Regulation of Interception of Communications and Provision of Communication-related Information Act, 2002 (Act 70 of 2002) as amended by the EC Act. The EC Act also does not contain a definition of “mobile cellular”. The ordinary meaning of the expression “mobile cellular” is, however, clear and need not further be defined.
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