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The South African Human Rights Commission: Submissions on the Protection of Information Bill [ B28 – 2008]

1. Introduction
The South African Human Rights Commission (Commission) acknowledges the need for a regulatory framework governing the protection of specific information by organs of state. The comments and submissions of the Commission on the proposed framework are premised largely on the primacy of The Promotion of Access to Information Act 
(PAIA); and the need to ensure that the proposed regulatory framework is one which is not founded on purely executive action. These considerations motivate the need for proposed legislation like the bill to be in harmony with PAIA and other legislation like the Protected Disclosures Act 26 of 2000.

PAIA is one of approximately 800 pieces of legislation enacted post 1994.The legislation in essence, places positive obligations on the public sector and on private entities to provide access to information to requesters and to report on their compliance with PAIA. 

Historically, the right to access information is an acknowledged fundamental right, finding its formal roots in the Universal Declaration of Human Rights
 and also  in a limited sense, the African Charter on Human and  Peoples Rights
, and, subsequently, in the South African Bill of Rights
. Promulgated in line with the Constitutional directive for its enactment in 2000; the legislation acknowledges the critical role it plays in the South African context for individuals in the assertion of their rights; as a catalyst to attain governmental reform and to advance informed public scrutiny. 

Underpinning the motivation for PAIA is its necessity in the amalgam of elements desirable for a progressive democracy. Its key elements therefore, encompass both the principles of good governance and informed public scrutiny through information sharing. While the legislation laudably aspires to regulate information sharing in South Africa, it has suffered serious impediments in implementation. Some of these impediments on their own constitute a weakening of the fundamental right entrenched in the Constitution. 

Further regulation of information, in particular in terms of the proposed framework could provide further formal impediments to the realization of the PAIA rights.

Related legislation like the Regulation of Inception of Communication
 and, indeed the Protection of Information Bill relate closely to PAIA, in their quest to regulate the broad domain of information. While PAIA itself entrenches a fundamental right, the emerging legislation espouses frameworks which potentially have the effect of limiting the right. 

Limitations of fundamental rights must per force therefore always be approached with cautious regard for legitimate limitation as an exceptional inroad on a fundamental right.

In context of classification for the purposes of protecting information, particular heed needs to be accorded to the degree of justifiable secrecy required to secure adequate information management in the national interest. While the latter is a necessity in all democratic states, excessive and unjustifiable secrecy threatens democracy and hinders public participation. In this regard the Commission is alive to the rationale informing the bill. Its necessity is obvious in the context of information management and in this it mirrors developments internationally, but it is also mindful that an overly secretive state poses a threat to democracy. Levels of secrecy therefore must be clearly justifiable in democratic societies.

The Commission has a specific mandate dictated by the provisions of PAIA.  These provisions in turn, confer obligations which are specific for the Commission and are supplemented by certain broader, but separate directives targeting implementation and the popularizing of the legislation. The Commission thus has the dual function as a custodial and monitoring body, and catalyst in the implementation of the Act. The implementation of the legislation in so far as promotion, education and monitoring functions are delineated, therefore also finds its seat at the Commission.

The question of resources both human capital and financial have frustrated the implementation of PAIA in the public sector. Similar restraints have circumscribed the activities of the Commission significantly. 

The issue of accessibility and enforcement as impediments to implementation of PAIA has been frequently highlighted by the Commission, civil society organizations and academics. At present traditional judicial enforcement mechanisms continue to inform the need to rescue PAIA from being exclusionary and elitist. PAIA based litigation is, therefore an area of grave concern and warrants further discussion and consideration. It presents a number of impediments to the tangible realization and assertion of rights.It will suffer similar impediments if defects evident in its provisions are not adequately addressed at this stage. 

The comments of the Commission detailed below address the issue of dispute resolution and submissions by the National Intelligence Agency (NIA); the harmonisation of particular provisions with PAIA with regard to time frames; and specific recommendations on identified provisions.

2. Dispute Resolution

It has become increasingly clear that the network of legislation governing information is growing steadily. Each piece of legislation addresses complex issues of regulation. The proposed bill broadly mirrors these regulatory frameworks. While the fundamental access to information right is regulated by PAIA, it remains vulnerable to challenge on a number of issues. One of these weaknesses is the framework created for rights enforcement.

The existing structure requires requesters to secure redress on requests for access to information refused by public entities exclusively with the courts. Although progress has been made by conferring jurisdiction over access matters to the Magistrates courts, this does not rescue the weakness in the legislation.

The result of the courts being the final arbiter in access matters finds expression in many forms. Key amongst these are that:

· Court processes are complex

· They are extremely expensive and therefore beyond the means of ordinary South Africans

· The current congestion of the courts translate into significant delays in finalisation of matters, both at magisterial and high court level and;

· Final recourse to the courts emphasizes the disparities in the balance of power between state actors and individuals

The acknowledgement of these weaknesses has informed active lobbying initiatives of interested stakeholders. The Commission submitted recommendations on the issue to the erstwhile ad hoc Committee on the Review of Chapter 9 and Associated Institutions. The latter confirmed the need for an intermediary functionary which would have the capacity to expedite PAIA based disputes. 

To date no official statement on the status of these recommendations have been tendered although a brief from Parliaments Research Unit advocates for the creation of such an office.
 It also appears that no firm decisions have been made as to the physical location of such an office. Recommendations made to the Ad Hoc committee advocated the Commission, but issues considered in the Parliamentary brief negate this prospect somewhat. 

Regardless of logistical and other considerations for the creation of such an office, it is imperative that the office is indeed established. The sheer ambit of information generation and global information based interaction dictates a critical need for established regulatory frameworks and dispute resolution mechanisms which govern and support information regimes. South Africa’s own rapid promulgation of information related legislation cannot be supported without formal enforcement mechanisms which speak to the need for expeditious resolution in the context of the South African dynamic. Efficacious enforcement and resolution mechanisms of the protection framework therefore merit urgent reconsideration.

The provisions of the information bill as they stand do not adequately address the issue of enforcement. While it makes substantial provision for consultation with the NIA on implementation and classification processes, it advocates a referral to the Minister for resolution, stated in Section 43 of the bill.

Section 43 reads

“Dispute Resolution
43. If disputes arise between the NIA and any organ of state or agency in relation to any of the responsibilities of NIA referred to in section 42, the head of the organ of state concerned or the NIA may refer the matter to the Minister for resolution of the dispute.

This clause has drawn some criticism from the Intelligence Agency; key amongst these are the issues of resources and independence.”

Provisions such as the above highlight the need for review processes and disputes to be adjudicated by an impartial and independent body like that of an Information Commissioner.

Section 39 reads:

“Release of declassified information or formerly designated information to the public

39. (1) Classified information that is declassified or information that has had its designated status lifted may be released to the public in accordance with national and departmental policies and procedures, legislative requirements, inclusive of the Promotion of Access to Information Act, 2000 (Act No. 2 of 2000)) and orders of courts.

(2) Unless ordered by a court, no classified information may be released to the public until such information has been declassified…”

These provisions also appear to indicate an intention of the drafters that disputes arising from the protection framework advocated will be within the exclusive jurisdiction of the courts. The Commission submits that the courts are not the best suited forum for adjudication on information matters particularly in light of the issues highlighted above.

It urges the reconsideration of the bill so that an appointed expert intermediary is able to engage with all of the information related issues as they arise expeditiously and cost effectively.

The envisaged Commission should have wide powers of search and seizure, review structures, consultative processes and the capacity to issue binding orders. Appeals against orders of the Commission would rest with the High Courts. The creation of such a body would then address many of the objections levied by the NIA and the concerns of the Commission with regard to objectivity, impartiality, and expeditious dispute resolution.

3. Commission’s Response to the Recommendation of the NIA on Sections 42 and 48(3)

The bill proposes a number of roles for the NIA, including monitoring, consultative and supportive; and an educational/promotional function. The NIA has submitted cogent arguments for these functions not to be allocated to the department.

In the main the Commission supports the submission, but does so subject to the following reservations.

The Commission is mindful of its Constitutional mandate and the specific mandate conferred in terms of PAIA. In essence these mandates coalesce with each other. The execution of the PAIA mandate has however been fraught with difficulties which are largely rooted in the financial resources allocated to the Commission for this purpose.

Since the inception of the legislation the Commission has become mindful of the sheer scale of the interventions it has to make, both in seeking compliance, monitoring and executing the custodial function in terms of PAIA. The ambit of its work is extended by the significant need at all levels of government for training and advice based support. The Commission apart from these functions retains its duty to the public to assist them with issues and requests relating to PAIA. If the functions which fall within the purview of the NIA are shifted to the Commission, as recommended by the NIA, adequate resources must be allocated for their execution.

The Commission’s audit
 of various respondents at multiple levels of government has revealed critical systemic weaknesses which have impacted on PAIA. These weaknesses include widespread poor records management processes, absence of dedicated PAIA units and personnel, poor systems and processes to implement PAIA effectively in the sector and high levels of non compliance with mandatory reporting requirements.

A number of reasons have been tendered for the poor implementation and delivery in the sector. Key amongst these is the lack of adequate financial resources and lack of commitment from senior management. The result has been a negation of the right to access information which has been exacerbated by the Commission’s own inability to address some of these issues adequately.

The Commission feels strongly therefore, that unless realistic resource allocation for the implementation of PAIA and other information legislation is made for state organs, the legislation will not be adequately complied with in implementation. These concerns are given further impetus by the memorandum on the objects of the Protection of Information Bill, point 4. This point projects no additional costs for the State in the implementation of the proposed legislation. The absences of budgetary allocation for implementation are particularly relevant when immediate implementation needs are considered. These include issues of capacity to immediately undertake the review process for documents more than 20 -30 years old, implementation of consistent modern records management systems and processes and the capacity of personnel.

Seen in the context of the discussions above, the Commission therefore proposes that the advisory and consultative functions of NIA implementation, and monitoring functions (shared with NIA) proposed are better suited for inclusion in the range of functions proposed for the Information Commissioner. This office will also of necessity have the necessary powers to impose sanctions on state organs which do not comply with the provisions of legislation, whether PAIA or the proposed Protection of Information bill. 

The role of the NIA as expert and consultative advisory body to state organs should therefore be retained, provided that adequate resource allocations for this are made.

 The Commission will retain its role as monitor, promoter and protector of access to information as a fundamental human right, in keeping with its constitutional mandate. The latter functions will of necessity intersect and overlap with the observance of the Protection of Information legislation as well, but will confer specific duties for the Commission in this regard.

The need for an expert intermediary with a wide range of powers is reiterated. In the absence of such a body, non disclosure of information will evidence a bias in favour of a purely executive or politically motivated decision making, to the detriment of the Constitutional imperatives of the country.

4. Harmonisation - Time Frames

A number of recommendations have already been tendered focusing on the need to harmonise the provisions of existing legislation like PAIA with the regulatory framework being discussed. In this regard the provisions impacting on procedural time frames in the bill warrant consideration.

4.1 Section 34: 10 year review period
“Regular reviews of classified and designated information

34. (1) At least once every 10 years, a head of organ of state shall review the classified and designated status of all classified and designated information held or possessed in his or her organ of state.”

This 10 year period is an unduly lengthy one for review. Our submission is that reviews should be conducted at minimum once every 6 years. The six year period recommended will provide a reasonable period for a consideration of external factors which may influence the status of information and will ensure that information is frequently reviewed for declassification and possible disclosure to the public in line with the objectives of PAIA.

4.2 20 and 30 year Protection Periods
Similarly the maximum protection periods of 20 and 30 years for classified information, although accepted in practice at present, should be subject to the automatic review every 6 years as recommended above. The recommended increased frequency in review will also bring the review timeframes with those being considered globally in this regard.

Section 27(1) reads:

“Maximum protection periods

27. (1) Information may not remain classified for more than a 20-year period unless the head of the organ of state that classified the information, certifies to the satisfaction of his or her Minister, having regard to the criteria contained in chapter 8 of this Act, that   continued protection of the information from unauthorized disclosure is:

(a) critical to the national security of South Africa;

(b) necessary to prevent identifiable damage to the national interest; or

(c) necessary to prevent demonstrable physical or life threatening harm to a person or persons…”

Information governed by these provisions must undergo a mandatory periodic review. In keeping with the recommendations tendered below on the establishing of the office of an Information Commissioner, such review, where the initial period of 20 years has passed should ideally involve consultation between the NIA, the holder of the information and the office of the Commissioner.

4.3 The 90 Day Time Frame
Both Section 36 and Section 37 prescribe 90 day periods for the lodging of requests for review and for appeal respectively. Section 37 reads:
“Status review procedure

36. (1) Requests for a review of the classified or designated status of information shall describe the document or materials containing the information or category or categories of information with sufficient specificity to enable the organ of state to locate it with a reasonable amount of effort.

(2) An organ of state receiving a request for a review of the status of classified or

designated information shall make a determination within 90 calendar days of the   date of receipt of such request.”

And Section 37 reads:
“Appeal procedure

37. (1) If the head of an organ of state denies a request for declassification or the lifting of the designated status of information to a member of the public or a non-governmental organisation or entity, such person or body may appeal such decision to the Minister of the organ of state in question.

(2) All appeals to the Minister of the organ of state in question shall be lodged within 30 calendar days of receipt of the decision and reasons of the refusal from the head of the organ of state.

(3) A Minister of an organ of state who receives an appeal in terms of this section shall make a finding within 90 calendar days of the date of receipt of such request.”

The time frames prescribed in these sections present serious challenges to the expeditious provision of information. They potentially add to the 30 day request period prescribed by PAIA. Seen in terms of the PAIA provisions, the current provision will add a further 90 days to a PAIA request. The further allocation of 90 day time period for appeals lacks a rational basis particularly since the information being reviewed is presumably already on hand at the time of the request. 

A ready solution would be the reduction of the existing time frame to 30 days for review and a further 30 days on appeal. Such an amendment will bring the proposed legislation in line with the PAIA framework. It should also be noted that comparatively the response times dictated by PAIA are already generous.

4.4 Transfers

Section 39 (3) reads:

…
“ (3) When an organ of state receives a request for records in its possession that contain information that was originally classified or designated by another organ of state, it shall refer the request and the pertinent records to the originating organ of state for processing, and may, after consultation with the originating body, inform any requester of the referral…”

This provision too impacts on the timeframes and processes imposed by PAIA. The latter provides for transfers of requests and reads: 

“Transfer of requests

20. (1) If a request for access is made to the information officer of a public body in respect of which- 

(a) the record is not in the possession or under the control of that body but is in the possession of another public body;

(b) the record’s subject matter is more closely connected with the functions of

another public body than those of the public body of the information officer to

whom the request is made; or 
 (c) the record contains commercial information contemplated in section 42 in

which any other public body has a greater commercial interest,

the information officer to whom the request is made must as soon as reasonably possible, but in any event within 14 days after the request is received—

(i) transfer the request to the information officer of the other public body or, if 

there is in the case of paragraph (c) more than one other public body having a commercial interest, the other public body with the greatest commercial interest; and

(ii) if the public body of the information officer to whom the request is made is in possession of the record and considers it helpful to do so to enable the

information officer of the other public body to deal with the request, send the

record or a copy of the record to that information officer.

 (5) Upon the transfer of a request for access, the information officer making the transfer must immediately notify the requester of—

(a)  the transfer; 

(b)  the reasons for the transfer; and

(c) the period within which the request must be dealt with.”

It is submitted that the provisions of the bill be aligned with the provisions of PAIA both in terms of the timeframes prescribed under PAIA and in terms of the specificity in the notification of referral clause.
5. Other Recommendations on Specific Provisions

5.1 Public Interest vs National Interest

“National interest of the Republic

15.  (1) The "national interest of the Republic", for the purposes of this Act-

(a) all those things of benefit to the Republic and its people;

(b) is concerned with or applicable to matters important to the nation;

(c) includes all matters relating to the advancement of the public good; and

(d) includes all matters relating to the protection and preservation of all things owned or maintained for the public by the State.

(2) The national interest is multi-faceted and encompasses- 

(a) the survival and security of the state and the people of South Africa; and

(b) the pursuit of justice, democracy, economic growth, free trade, a stable monetary system and sound international relations.

(3) Matters in the national interest include-

(a) security from all forms of crime;

(b) protection against attacks or incursions on South Africa or acts of foreign interference;

(c) defence and security plans and operations;

(d) details of criminal investigations and police and law enforcement methods;

(e) significant political and economic relations with international organisations and foreign governments;

(f) economic, scientific or technological matters vital to South Africa's stability, security, integrity and development.

The Commission supports wholly the submission made by the NIA in this regard.

It also points out that the breath of the definition of National Interest has serious implications for the public interest clause in PAIA. The public interest clause in PAIA states: 

“Mandatory disclosure in public interest

46. Despite any other provision of this Chapter, the information officer of a public body must grant a request for access to a record of the body contemplated in section

34(1). 36(l), 37(l)(a) or (b), 38(a) or (b), 39(l)(a) or (b), 40, 41(l)(a) or (b), 42(1) or

(3). 43(1) or (2), 44(1) or (2) or 45, if—

(a) the disclosure of the record would reveal evidence of—

(i) a substantial contravention of, or failure to comply with the law; or 

(ii) an imminent and serious public safety or environmental risk: and

(b) The public interest in the disclosure of the record clearly outweighs the harm contemplated in the provision in question”

Indeed, the national interest category should be limited to core categories as opposed to overbroad, open categories which are not practical and prima facie impose restrictions on a fundamental right. The protection offered by the restrictive public interest clause in PAIA sufficiently protects information already classified. To impose further national interest categories and tests on state held information further restricts an already restrictive clause overly broadly.

5.2 Section 21 (7) and 12 (4) which govern the categorisation of information read as follows:

 “Process of determining information as valuable

 12 (4) When state information is categorized as valuable, all individual items of     information that fall within a valuable category are automatically deemed to be valuable. “

“Authority to classify information

21(1) Heads of organs of state are vested with the authority to classify and to reclassify information using the classification levels set out in section 20 of this Act

(2) A head of an organ of state may delegate authority to classify to subordinate staff members…”

And

“….

  (7) When state information is categorized as classified, all individual items of information that fall within a classified category are automatically deemed to be classified.”

These clauses permit state organs to make blanket classifications over large amounts of information purely on the basis of their relationship to a specified category. It makes no allocation for the separate consideration of information that on its own poses no rational basis for protection. In this sense the provision of PAIA by way of example which permit for the disclosure of sensitive information through severance is negated.

Thus where an item of information can reasonably be separated from the potential harm anticipated by Section 20 for disclosure, it will be inaccessible on the basis of the automatic classification process.

5.3 Discretion

The discretion of the Minister conferred in terms of Section 3 (2)(b) to preclude or exempt organs of state from classifying information is overly broad
 and should be effected only after consultation with the Information Commissioner, supported by sound administrative or substantive reasons for the exemptions.

Section 3 reads: 

“Application of the Act

3. (1) This Act shall apply to-

(a) all organs of state; and

(b) juristic and natural persons to the extent that the Act imposes duties and obligations on such persons

(2) The Minister, on good cause shown and on such terms and conditions as the Minister may determine, may by notice in the Gazette-

(b) restrict or preclude an organ or state or a group or class of organs of state from exercising the authority to classify information in terms of chapter 6 of this Act…"

5.4.1 State information 

Section 5 which reads:
“5. (1) State information is information generated, acquired or received by organs of state or in the possession or control of organs of state

…

(3) State information should be made available to the public unless there are good reasons to withhold it”

It is submitted that for the purposes of consistency and justiciability the phrase “good reasons” in section 5(3) should be amended to read “unless there are justifiable reasons.…”  This will also ensure consistent levels of justification as evidenced by the use of the word “justifiable public or private considerations…” in section 7 (a).

5.6 Intrinsic Value Approach

8. “(1) The intrinsic value approach shall be used to determine what state information should be protected against unauthorised disclosure, destruction and or loss …

(3) This determination includes several considerations:

(a) Whether the organ of state in question has a legitimate interest in protecting certain information from disclosure; and

(b) A consideration of the intrinsic value of information involves:

(i) An understanding of the types and categories of information within an organ of state;

(ii) an appreciation of the inherent and essential utility and significance of the information;…”

The recommended amendment with regard to the above provision is directed at clause 8 (3) (b) (ii). It is submitted that this clause is referenced with the periodic review provisions and that the impact of time is specifically included as a factor impacting on the inherent, essential utility and significance of the information.

5.7 Process of determining information as valuable

“Nature of commercial information

16. (1) Commercial information includes the commercial, business, financial or industrial information held by or in the possession of an organ of state…

(5) Government-prepared reports should be protected from disclosure to the extent they restate classified commercial information”

Sub five of this clause is overly broad and has the potential to impact on the right to access information as it is embodied in PAIA. Whole reports do not have to be protected from disclosure – only those parts which restate classified information need to be protected for the duration of its protected status. In keeping with PAIA, government prepared reports should at a minimum be available in part to rescue the provision from legitimizing non disclosure based on over-classification.

5.8 Section 21 

“Authority to classify information
21(1) Heads of organs of state are vested with the authority to classify and to reclassify information using the classification levels set out in section 20 of this Act

  (2) A head of an organ of state may delegate authority to classify to subordinate staff members….

    (7) When state information is categorized as classified, all individual items of information that fall within a classified category are automatically deemed to be classified.”

The delegation needs to be made in writing. Section 24 stipulates a written delegation. The same requirement must stand with regard to Section 21(2).

5.9 Requests for status reviews of classified and designated information

“35. (1) Requests for the declassification of classified information or the lifting of the designated status of information may be submitted to a head of an organ of state by interested non-governmental parties and individuals…

(6) In response to a request for the review of the classified status of information in terms of this Act an organ of state may refuse to confirm or deny the existence or nonexistence of information whenever the fact of its existence or nonexistence is itself classified.”

It is submitted that the sub section should be referred to as an exceptional measure to ensure the principles governing the protection of information detailed in the bill are adhered to. Furthermore the resort to such an exceptional response should be reviewable on request by the office of the Information Commissioner.

� Promotion of Access to Information Act 2 of 2000


� Universal Declaration of Human Rights , Article 19


� Article 19


_______________


Prepared By : Ms C Kisoon, Deputy Director PAIA


� The Bill of Rights is part of the Constitution of the Republic of South Africa, Act 108 of 1996


� Regulation of Inception of Communication Act 70 of 2002


� Research Unit, 28th May 2008, Brief on the Promotion of Access to Information Act – Implementation and the Information Commissioner, author G Nesbitt





� Research Unit, 28th May 2008, Brief on the Promotion of Access to Information Act – Implementation and the Information Commissioner, author G Nesbitt


� The audit report of the Commission may be accessed on the SAHRC website: www.sahrc.org.za


� This criticism is supported in the National Intelligence Agency submissions.





